
UNIT IV 

 

Testing Objectives 

1. Testing is a process of executing a program with the intent of finding an 

error. 

2. A good test case is one that has a high probability of finding an as-yetundiscovered 

error. 

3. A successful test is one that uncovers an as-yet-undiscovered error. 

 

Testing Principles 

• All tests should be traceable to customer requirements. As we have seen, the objective of 

software testing is to uncover errors. It follows that the most severe defects (from the customer’s 

point of view) are those that cause the program to fail to meet its requirements. 

• Tests should be planned long before testing begins. Test planning can begin as soon as the 

requirements model is complete. Detailed definition of test cases can begin as soon as the design 

model has been solidified. Therefore, all tests can be planned and designed before any code has 

been generated. 

The Pareto principle applies to software testing. Stated simply, the Pareto principle implies 

that 80 percent of all errors uncovered during testing will likely be traceable to 20 percent of all 

program components. The problem, of course, is to isolate these suspect components and to 

thoroughly test them. 

• Testing should begin “in the small” and progress toward testing “in the large.” The first 

tests planned and executed generally focus on individual components. As testing progresses, 

focus shifts in an attempt to find errors in integrated clusters of components and ultimately in the 

entire system  

• Exhaustive testing is not possible. The number of path permutations for even a moderately 

sized program is exceptionally . For this reason, it is impossible to execute every combination 

of paths during testing. It is possible, however, to adequately cover program logic and to ensure 

that all conditions in the component-level design have been exercised. 

• To be most effective, testing should be conducted by an independent 

third party. By most effective, we mean testing that has the highest probability of finding errors 

(the primary objective of testing).  

 



WHITE-BOX TESTING 

White-box testing, sometimes called glass-box testing, is a test case design method that uses the 

control structure of the procedural design to derive test cases. Using white-box testing methods, 

the software engineer can derive test cases that (1) guarantee that all independent paths within a 

module have been exercised at least once, (2) exercise all logical decisions on their true and false 

sides, (3) execute all loops at their boundaries and within their operational bounds, and (4) 

exercise internal data structures to ensure their validity. 

 

BASIS PATH TESTING 

 

Basis path testing is a white-box testing technique. 

 

1. Flow Graph Notation -Before the basis path method can be introduced, a simple notation 

for the representation of control flow, called a flow graph (or program graph) must be 

introduced 
 

 

 
 
 



Cyclomatic Complexity 

Cyclomatic complexity is a software metric that provides a quantitative measure of the logical 

complexity of a program. When used in the context of the basis path testing method, the value 

computed for cyclomatic complexity defines the number of independent paths in the basis set of 

a program and provides us with an upper bound for the number of tests that must be conducted to 

ensure that all statements have been executed at least once. 

 

An independent path is any path through the program that introduces at least one new set of 

processing statements or a new condition 

 

When stated in terms of a flow graph, an independent path must move along at least one edge 

that has not been traversed before the path is defined. For example, a set of independent paths for 

the flow graph illustrated in Figure is 

path 1: 1-11 

path 2: 1-2-3-4-5-10-1-11 

path 3: 1-2-3-6-8-9-10-1-11 

path 4: 1-2-3-6-7-9-10-1-11 

Note that each new path introduces a new edge. The path 

1-2-3-4-5-10-1-2-3-6-8-9-10-1-11 

is not considered to be an independent path because it is simply a combination of already 

specified paths and does not traverse any new edges. 

 

Cyclomatic complexity has a foundation in graph theory and provides us with an 

extremely useful software metric. Complexity is computed in one of three ways: 

1. The number of regions of the flow graph correspond to the cyclomatic complexity. 

2. Cyclomatic complexity, V(G), for a flow graph, G, is defined as 

V(G) = E _ N + 2 

 

where E is the number of flow graph edges, N is the number of flow graph 

nodes. 

3. Cyclomatic complexity, V(G), for a flow graph, G, is also defined as 

V(G) = P + 1 

where P is the number of predicate nodes contained in the flow graph G. 

Referring once more to the flow graph in Figure 17.2B, the cyclomatic complexity 

can be computed using each of the algorithms just noted: 

1. The flow graph has four regions. 

2. V(G) = 11 edges _ 9 nodes + 2 = 4. 

3. V(G) = 3 predicate nodes + 1 = 4. 

 

Therefore, the cyclomatic complexity of the flow graph in Figure is 4. 

 

 

Graph Matrices 

The procedure for deriving the flow graph and even determining a set of basis paths is amenable 

to mechanization. To develop a software tool that assists in basis path testing, a data structure, 

called a graph matrix, can be quite useful. 



A graph matrix is a square matrix whose size (i.e., number of rows and columns) is equal to the 

number of nodes on the flow graph. Each row and column corresponds to an identified node, and 

matrix entries correspond to connections (an edge) between 

nodes. A simple example of a flow graph and its corresponding graph matrix is shown in Figure  

Referring to the figure, each node on the flow graph is identified by numbers, while each edge is 

identified by letters. A letter entry is made in the matrix to correspond to a connection between 

two nodes. For example, node 3 is connected to node 4 by edge b. 

To this point, the graph matrix is nothing more than a tabular representation of a flow graph. 

However, by adding a link weight to each matrix entry, the graph matrix can become a powerful 

tool for evaluating program control structure during testing. The link weight provides additional 

information about control flow. In its simplest form, the link weight is 1 (a connection exists) or 

0 (a connection does not exist). But link weights can be assigned other, more interesting 

properties: 

• The probability that a link (edge) will be executed. 

• The processing time expended during traversal of a link. 

• The memory required during traversal of a link. 

• The resources required during traversal of a link. 

 



 
 

 

 

Equivalence Partitioning 

 

Equivalence partitioning is a black-box testing method that divides the input domain of 

a program into classes of data from which test cases can be derived. An ideal test case 

single-handedly uncovers a class of errors (e.g., incorrect processing of all character 

data) that might otherwise require many cases to be executed before the general error 

is observed. Equivalence partitioning strives to define a test case that uncovers classes 

of errors, thereby reducing the total number of test cases that must be developed. 

 

Test case design for equivalence partitioning is based on an evaluation of equivalence 

classes for an input condition. Using concepts introduced in the preceding 

section, if a set of objects can be linked by relationships that are symmetric, transitive, 

and reflexive, an equivalence class is present [BEI95]. An equivalence class represents 

a set of valid or invalid states for input conditions. Typically, an input condition 



is either a specific numeric value, a range of values, a set of related values, or a Boolean 

condition. Equivalence classes may be defined according to the following guidelines: 

1. If an input condition specifies a range, one valid and two invalid equivalence 

classes are defined. 

2. If an input condition requires a specific value, one valid and two invalid 

equivalence classes are defined. 

3. If an input condition specifies a member of a set, one valid and one invalid 

equivalence class are defined. 

4. If an input condition is Boolean, one valid and one invalid class are defined. 

 

 

Boundary Value Analysis 

 

Boundary value analysis is a test case design technique that complements equivalence 

partitioning. Rather than selecting any element of an equivalence class, BVA 

leads to the selection of test cases at the "edges" of the class. 

 

 

Software Testing Strategy 

 

 
 

 

A strategy for software testing may also be viewed in the context of the spiral (Figure ). Unit 

testing begins at the vortex of the spiral and concentrates on each unit (i.e., component) of the 

software as implemented in source code. Testing progresses by moving outward along the spiral 

to integration testing, where the focus is on design and the construction of the software 

architecture. Taking another turn outward on the spiral, we encounter validation testing, where 

requirements established as part of software requirements analysis are validated against the 

software that has been constructed. Finally, we arrive at system testing, where the software and 

other system elements are tested as a whole. To test computer software, we spiral out along 

streamlines that broaden the scope of testing with each turn. Considering the process from a 

procedural point of view, testing within the context of software engineering is actually a series of 



four steps that are implemented sequentially. The steps are shown in Figure. Initially, tests focus 

on each component individually, ensuring that it functions properly as a unit. Hence, the name 

unit testing. Unit testing makes heavy use of white-box testing techniques, exercising specific 

paths in a module's control structure to ensure complete coverage and maximum error detection. 

Next, components must be assembled or integrated to form the complete software package. 

Integration testing addresses the issues associated with the dual problems of verification and 

program construction. Black-box test case design techniques are the most prevalent during 

integration, although a limited amount of white-box testing may be used to ensure coverage of 

major control paths. After the software has been integrated (constructed), a set of high-order tests 

are conducted. Validation criteria (established during requirements analysis) must be tested. 

Validation testing provides final assurance that software meets all functional, behavioral, and 

performance requirements. Black-box testing techniques are used exclusively during validation. 

 

 

UNIT TESTING 

 

Unit testing focuses verification effort on the smallest unit of software design—the software 

component or module. Using the component-level design description as a guide, important 

control paths are tested to uncover errors within the boundary of the module. The relative 

complexity of tests and uncovered errors is limited by the constrained scope established for unit 

testing. The unit test is white-box oriented, and the step can be conducted in parallel for multiple 

components. 

 

Unit Test Considerations 

The tests that occur as part of unit tests are illustrated schematically in Figure The module 

interface is tested to ensure that information properly flows into and out of the program unit 

under test. The local data structure is examined to ensure that data stored temporarily maintains 

its integrity during all steps in an algorithm's execution. Boundary conditions are tested to ensure 

that the module operates properly at boundaries established to limit or restrict processing. All 

independent paths (basis paths) through the control structure are exercised to ensure that all 

statements in a module have been executed at least once. And finally, all error handling paths are 

tested. 

 



 
 

 

 

 

 
 

 



Because a component is not a stand-alone program, driver and/or stub software must be 

developed for each unit test. The unit test environment is illustrated in Figure . In most 

applications a driver is nothing more than a "main program" that accepts test case data, passes 

such data to the component (to be tested), and prints relevant results. Stubs serve to replace 

modules that are subordinate (called by) the component to be tested. A stub or "dummy 

subprogram" uses the subordinate module's interface, may do minimal data manipulation, prints 

verification of entry, and returns control to the module undergoing testing. 

 

INTEGRATION TESTING 

 

Integration testing is a systematic technique for constructing the program structure while at the 

same time conducting tests to uncover errors associated with interfacing. The objective is to take 

unit tested components and build a program structure that has been dictated by design. 

 

Top-down Integration 

 

Top-down integration testing is an incremental approach to construction of program structure. 

Modules are integrated by moving downward through the control hierarchy, beginning with the 

main control module (main program). Modules subordinate (and ultimately subordinate) to the 

main control module are incorporated into the structure in either a depth-first or breadth-first 

manner. 

 

Referring to Figure, depth-first integration would integrate all components on a major control 

path of the structure. Selection of a major path is somewhat arbitrary and depends on application-

specific characteristics. For example, selecting the lefthand path, components M1, M2 , M5 

would be integrated first. Next, M8 or (if neces-sary for proper functioning of M2) M6 would be 

integrated. Then, the central and righthand control paths are built. Breadth-first integration 

incorporates all components directly subordinate at each level, moving across the structure 

horizontally. From the figure, components M2, M3, and M4 (a replacement for stub S4) would 

be integrated first. 

 

The next control level, M5, M6, and so on, follows. 

The integration process is performed in a series of five steps: 

1. The main control module is used as a test driver and stubs are substituted for all components 

directly subordinate to the main control module.  

2. Depending on the integration approach selected (i.e., depth or breadth first), subordinate stubs 

are replaced one at a time with actual components. 

3. Tests are conducted as each component is integrated.  

4. On completion of each set of tests, another stub is replaced with the real component. 

5. Regression testing (Section 18.4.3) may be conducted to ensure that new errors have not been 

introduced. 

The process continues from step 2 until the entire program structure is built 

 

 



 
 

 

Bottom-up Integration 

 

Bottom-up integration testing, as its name implies, begins construction and testing with atomic 

modules (i.e., components at the lowest levels in the program structure). Because components are 

integrated from the bottom up, processing required for components subordinate to a given level 

is always available and the need for stubs is eliminated. 

A bottom-up integration strategy may be implemented with the following steps: 

1. Low-level components are combined into clusters (sometimes called builds) that perform a 

specific software subfunction. 

2. A driver (a control program for testing) is written to coordinate test case input and output. 

3. The cluster is tested. 

4. Drivers are removed and clusters are combined moving upward in the program structure. 

 

Integration follows the pattern illustrated in Figure . Components are combined to form clusters 

1, 2, and 3. Each of the clusters is tested using a driver (shown as a dashed block). Components 

in clusters 1 and 2 are subordinate to Ma. Drivers D1 and D2 are removed and the clusters are 

interfaced directly to Ma. Similarly, driver D3 for cluster 3 is removed prior to integration with 

module Mb. Both Ma and Mb will ultimately be integrated with component Mc, and so forth. 

As integration moves upward, the need for separate test drivers lessens. In fact, if the top two 

levels of program structure are integrated top down, the number of drivers can be reduced 

substantially and integration of clusters is greatly simplified. 

 

 

 

 

 



 

 

 

 
 

 

 

Regression Testing 

 

Each time a new module is added as part of integration testing, the software changes. New data 

flow paths are established, new I/O may occur, and new control logic is invoked. These changes 

may cause problems with functions that previously worked flawlessly. In the context of an 

integration test strategy, regression testing is the reexecution of some subset of tests that have 

already been conducted to ensure that changes have not propagated unintended side effects. 

In a broader context, successful tests (of any kind) result in the discovery of errors, and errors 

must be corrected. Whenever software is corrected, some aspect of the software configuration 

(the program, its documentation, or the data that support it) is changed. Regression testing is the 

activity that helps to ensure that changes (due to testing or for other reasons) do not introduce 

unintended behavior or additional errors. 

 

 

 

 

 

 

 



Smoke Testing 

 

Smoke testing is an integration testing approach that is commonly used when “shrinkwrapped” 

software products are being developed. It is designed as a pacing mechanism for time-critical 

projects, allowing the software team to assess its project on a frequent basis. In essence, the 

smoke testing approach encompasses the following activities: 

1. Software components that have been translated into code are integrated into a “build.” A build 

includes all data files, libraries, reusable modules, and engineered components that are required 

to implement one or more product functions. 

2. A series of tests is designed to expose errors that will keep the build from properly performing 

its function. The intent should be to uncover “show stopper” errors that have the highest 

likelihood of throwing the software project behind schedule. 

3. The build is integrated with other builds and the entire product (in its current form) is smoke 

tested daily. The integration approach may be top down or bottom up. 

 

Smoke testing provides a number of benefits when it is applied on complex, timecritical 

software engineering projects: 

• Integration risk is minimized. Because smoke tests are conducted daily, incompatibilities 

and other show-stopper errors are uncovered early, thereby reducing the likelihood of serious 

schedule impact when errors are uncovered. 

• The quality of the end-product is improved. Because the approach is construction (integration) 

oriented, smoke testing is likely to uncover both functional errors and architectural and 

component-level design defects. If these defects are corrected early, better product quality will 

result. 

• Error diagnosis and correction are simplified. Like all integration testing approaches, errors 

uncovered during smoke testing are likely to be associated with “new software increments”—

that is, the software that has just been added to the build(s) is a probable cause of a newly 

discovered error. 

• Progress is easier to assess. With each passing day, more of the software has been integrated 

and more has been demonstrated to work. This improves team morale and gives managers a good 

indication that progress is being made. 

 

 
VALIDATION TESTING 

 

Validation can be defined in many ways, but a simple (albeit harsh) definition is that validation 

succeeds when software functions in a manner that can be reasonably expected by the customer. 

 

Validation Test Criteria 

Software validation is achieved through a series of black-box tests that demonstrate conformity 

with requirements. A test plan outlines the classes of tests to be conducted and a test procedure 

defines specific test cases that will be used to demonstrate conformity with requirements. Both 

the plan and procedure are designed to ensure that all functional requirements are satisfied, all 

behavioral characteristics are achieved, all performance requirements are attained, 

documentation is correct, and humanengineered and other requirements are met (e.g., 

transportability, compatibility, error recovery, maintainability). 



After each validation test case has been conducted, one of two possible conditions exist: (1) The 

function or performance characteristics conform to specification and are accepted or (2) a 

deviation from specification is uncovered and a deficiency list is created. Deviation or error 

discovered at this stage in a project can rarely be corrected prior to scheduled delivery. It is often 

necessary to negotiate with the customer to establish a method for resolving deficiencies. 

 

 

Configuration Review 

An important element of the validation process is a configuration review. The intent of the 

review is to ensure that all elements of the software configuration have been properly developed, 

are cataloged, and have the necessary detail to bolster the support phase of the software life 

cycle. 

 

Alpha and Beta Testing 

 

The alpha test is conducted at the developer's site by a customer. The software is used in a 

natural setting with the developer "looking over the shoulder" of the user and recording errors 

and usage problems. Alpha tests are conducted in a controlled environment.  

 

The beta test is conducted at one or more customer sites by the end-user of the software. Unlike 

alpha testing, the developer is generally not present. Therefore, the beta test is a "live" 

application of the software in an environment that cannot be controlled by the developer. The 

customer records all problems (real or imagined) that are encountered during beta testing and 

reports these to the developer at regular intervals. As a result of problems reported during beta 

tests, software engineers make modifications and then prepare for release of the software product 

to the entire customer base. 

 

 
SYSTEM TESTING 

 

System testing is actually a series of different tests whose primary purpose is to fully exercise the 

computer-based system. Although each test has a different purpose, all work to verify that 

system elements have been properly integrated and perform allocated functions 

 

Recovery Testing 

Many computer based systems must recover from faults and resume processing within a 

prespecified time. In some cases, a system must be fault tolerant; that is, processing faults must 

not cause overall system function to cease. In other cases, a system failure must be corrected 

within a specified period of time or severe economic damage will occur. 

Recovery testing is a system test that forces the software to fail in a variety of ways and verifies 

that recovery is properly performed. If recovery is automatic (performed by the system itself), 

reinitialization, checkpointing mechanisms, data recovery, and restart are evaluated for 

correctness. If recovery requires human intervention, the mean-time-to-repair (MTTR) is 

evaluated to determine whether it is within acceptable limits. 

 

 

 



Security Testing 

Any computer-based system that manages sensitive information or causes actions that can 

improperly harm (or benefit) individuals is a target for improper or illegal penetration. 

Penetration spans a broad range of activities: hackers who attempt to penetrate systems for sport; 

disgruntled employees who attempt to penetrate for revenge; dishonest individuals who attempt 

to penetrate for illicit personal gain. Security testing attempts to verify that protection 

mechanisms built into a system will, in fact, protect it from improper penetration. 

 

Stress Testing 

 

Stress testing executes a system in a manner that demands resources in abnormal quantity, 

frequency, or volume. For example, (1) special tests may be designed that generate ten interrupts 

per second, when one or two is the average rate, (2) input data rates may be increased by an 

order of magnitude to determine how input functions will respond, (3) test cases that require 

maximum memory or other resources are executed, (4) test cases that may cause thrashing in a 

virtual operating system are designed, (5) test cases that may cause excessive hunting for disk-

resident data are created. Essentially, the tester attempts to break the program. 

 

Performance Testing 

 

Performance testing is designed to test the run-time performance of software within the context 

of an integrated system. Performance testing occurs throughout all steps in the testing process. 

Even at the unit level, the performance of an individual module may be assessed as white-box 

tests are conducted. However, it is not until all system elements are fully integrated that the true 

performance of a system can be ascertained. 


