
UNIT-VI 

 

SOFTWARE RISKS 

Risk always involves two characteristics: 

Uncertainty—the risk may or may not happen; that is, there are no 100% probable risks. 

Loss—if the risk becomes a reality, unwanted consequences or losses will occur. 

Different categories of risks are considered: 

Project risks threaten the project plan. That is, if project risks become real, it is likely that project schedule will slip and that costs will 

increase. Project risks identify potential budgetary, schedule, personnel (staffing and organization), resource, customer, and requirements 

problems and their impact on a software project. 

Technical risks threaten the quality and timeliness of the software to be produced. If a technical risk becomes a reality, implementation 

may become difficult or impossible. Technical risks identify potential design, implementation, interface, verification,and maintenance 

problems 

Business risks threaten the viability of the software to be built. Business risks often jeopardize the project or the product. Candidates for 

the top five business risks are (1) building a excellent product or system that no one really wants (market risk), (2) building a product that 

no longer fits into the overall business strategy for the company (strategic risk), (3) building a product that the sales force doesn't 

understand how to sell, (4) losing the support of senior management due to a change in focus or a change in people (management risk), 

and (5) losing budgetary or personnel commitment (budget risks). 

 

Known risks are those that can be uncovered after careful evaluation of the project plan, the business and technical environment in which 

the project is being developed, and other reliable information sources (e.g., unrealistic delivery date, lack of documented requirements or 

software scope, poor development environment). 



Predictable risks are extrapolated from past project experience (e.g., staff turnover, poor communication with the customer, dilution of staff effort 

as ongoing maintenance requests are serviced).  

Unpredictable risks are the joker in the deck. They can and do occur, but they are extremely difficult to identify in advance. 

 

RISK PROJECTION 

Risk projection, also called risk estimation, attempts to rate each risk in two ways—the likelihood or probability that the risk is real and 

the consequences of the problems associated with the risk, should it occur. The project planner, along with other managers and technical 

staff, performs four risk projection activities: (1) establish a scale that reflects the perceived likelihood of a risk, (2) delineate the 

consequences of the risk, (3) estimate the impact of the risk on the project and the product, and (4) note the overall accuracy of the risk 

projection so that there will be no misunderstandings. 

Developing a Risk Table 



 

 



 

 

A project team begins by listing all risks (no matter how remote) in the first column of the table. Each risk is categorized in the second 

column (e.g., PS implies a project size risk, BU implies a business risk). The probability of occurrence of each risk is entered in the next 

column of the table. The probability value for each risk can be estimated by team members individually. Individual team members are 

polled in round-robin fashion until their assessment of risk probability begins to converge. Next, the impact of each risk is assessed. Each 

risk component is assessed using the characterization presented in Figure, and an impact category is determined. The categories for each 



of the four risk components—performance, support, cost, and schedule—are averaged to determine an overall impact value. Once the 

first four columns of the risk table have been completed, the table is sorted by probability and by impact. High-probability, high-impact 

risks percolate to the top of the table, and low-probability risks drop to the bottom. This accomplishes first-order risk prioritization. The 

project manager studies the resultant sorted table and defines a cutoff line. The cutoff line (drawn horizontally at some point in the table) 

implies that only risks that lie above the line will be given further attention. Risks that fall below the line are re-evaluated to accomplish 

second-order prioritization. Referring to Figure, risk impact and probability have a distinct influence on management concern. A risk fac-

tor that has a high impact but a very low probability of occurrence should not absorb a significant amount of management time. However, 

high-impact risks with moderate to high probability and low-impact risks with high probability should be carried forward into the risk 

analysis steps that follow. All risks that lie above the cutoff line must be managed. The column labeled RMMM contains a pointer into a 

Risk Mitigation, Monitoring and Management Plan or alternatively, a collection of risk information sheets developed for all risks that lie 

above the cutoff 

 

RISK MITIGATION, MONITORING, AND MANAGEMENT 

An effective strategy must consider three issues: 

• risk avoidance 

• risk monitoring 

• risk management and contingency planning. 

If a software team adopts a proactive approach to risk, avoidance is always the best strategy. This is achieved by developing a plan for 

risk mitigation. For example, assume that high staff turnover is noted as a project risk, r1. Based on past history and man-agement 

intuition, the likelihood, l1, of high turnover is estimated to be 0.70 (70 percent, rather high) and the impact, x1, is projected at level 2. 

That is, high turnover will have a critical impact on project cost and schedule. To mitigate this risk, project management must develop a 

strategy for reducing turnover. Among the possible steps to be taken are 

• Meet with current staff to determine causes for turnover (e.g., poor working conditions, low pay, competitive job market). 

• Mitigate those causes that are under our control before the project starts. 



• Once the project commences, assume turnover will occur and develop techniques to ensure continuity when people leave. 

• Organize project teams so that information about each development activity is widely dispersed. 

• Define documentation standards and establish mechanisms to be sure that documents are developed in a timely manner. 

• Conduct peer reviews of all work (so that more than one person is "up to speed”).Assign a backup staff member for every critical 

technologist. 

As the project proceeds, risk monitoring activities commence. The project manager monitors factors that may provide an indication of 

whether the risk is becoming more or less likely. In the case of high staff turnover, the following factors can be monitored: 

• General attitude of team members based on project pressures. 

• The degree to which the team has jelled. 

• Interpersonal relationships among team members. 

• Potential problems with compensation and benefits. 

• The availability of jobs within the company and outside it. 

If the mitigation strategy has been followed, backup is available, information is documented, and knowledge has been dispersed across 

the team. In addition, the project manager may temporarily refocus resources (and readjust the project schedule) to those functions that 

are fully staffed, enabling newcomers who must be added to the team to “get up to speed.” Those individuals who are leaving are asked to 

stop all work and spend their last weeks in “knowledge transfer mode. 

 

 

 

 



THE RMMM PLAN 

Risk management strategy can be included in the software project plan or the risk management steps can be organized into a separate Risk 

Mitigation, Monitoring and Management Plan. The RMMM plan documents all work performed as part of risk analysis and is used by 

the project manager as part of the overall project plan. 

 

 

 



SOFTWARE CONFIGURATION MANAGEMENT 

 

Software configuration management (SCM) is an umbrella activity that is applied throughout the software process. Because change can 

occur at any time, SCM activities are developed to (1) identify change, (2) control change, (3) ensure that change is being properly 

implemented, and (4) report changes to others who may have an interest. 

 

The output of the software process is information that may be divided into three broad categories: (1) computer programs (both source 

level and executable forms); (2) documents that describe the computer programs (targeted at both technical practitioners and users), and 

(3) data (contained within the program or external to it). The items that comprise all information produced as part of the software process 

are collectively called a software configuration 

 

Baselines 

 

A baseline is a software configuration management concept that helps us to control change without seriously impeding justifiable change. 

 



 
 

In the context of software engineering, a baseline is a milestone in the development of software that is marked by the delivery of one or 

more software configuration items and the approval of these SCIs that is obtained through a formal technical review. For example, the 

elements of a Design Specification have been documented and reviewed. Errors are found and corrected. Once all parts of the 

specification have been reviewed, corrected and then approved, the Design Specification becomes a baseline. Further changes to the 

program architecture (documented in the Design Specification) can be made only after each has been evaluated and approved. Software 

engineering tasks produce one or more SCIs. After SCIs are reviewed and approved, they are placed in a project database (also called a 

project library or software repository). When a member of a software engineering team wants to make a modification to a baselined SCI, 

it is copied from the project database into the engineer's private work space. However, this extracted SCI can be modified only if SCM 

controls are followed. The arrows in Figure illustrate the modification path for a baselined SCI. 

 

 



SOFTWARE REENGINEERING 

 

 Reengineering is the modification of a software system that takes place after it has been reverse engineered, generally to add new 

functionality, or to correct errors. 

 

A Software Reengineering Process Model 

 

Reengineering takes time; it costs significant amounts of money; and it absorbs resources that might be otherwise occupied on immediate 

concerns. For all of these reasons, reengineering is not accomplished in a few months or even a few years. Reengineering of information 

systems is an activity that will absorb information technology resources for many years. That’s why every organization needs a pragmatic 

strategy for software reengineering. 

 

The reengineering paradigm shown in the figure is a cyclical model. 

 

Inventory analysis. Every software organization should have an inventory of all applications. The inventory can be nothing more than a 

spreadsheet model containing information that provides a detailed description (e.g., size, age, business criticality) of every active 

application. By sorting this information according to business criticality, longevity, current maintainability, and other locally important 

criteria, candidates for reengineering appear. Resources can then be allocated to candidate applications for reengineering work. 

 

 



 
 

Document restructuring. Weak documentation is the trademark of many legacy systems. But what do we do about it? What are our 

options? 

1. Creating documentation is far too time consuming. If the system works, we’ll live with what we have. In some cases, this is the correct 

approach. It is not possible to re-create documentation for hundreds of computer programs. If a program is relatively static, is coming to 

the end of its useful life, and is unlikely to undergo significant change, let it be! 

2. Documentation must be updated, but we have limited resources. We’ll use a “document when touched” approach. It may not be 

necessary to fully redocument an application. Rather, those portions of the system that are currently undergoing change are fully 

documented. Over time, a collection of useful and relevant documentation will evolve. 

3. The system is business critical and must be fully redocumented. Even in this case, an intelligent approach is to pare documentation to 

an essential minimum. 

 

 

 

 



Reverse engineering. The term reverse engineering has its origins in the hardware world. A company disassembles a competitive 

hardware product in an effort to understand its competitor's design and manufacturing "secrets." These secrets could be easily understood 

if the competitor's design and manufacturing specifications were obtained. But these documents are proprietary and unavailable to the 

company doing the reverse engineering. In essence, successful reverse engineering derives one or more design and manufacturing 

specifications for a product by examining actual specimens of the product. Reverse engineering for software is quite similar. In most 

cases, however, the program to be reverse engineered is not a competitor's. Rather, it is the company's own work (often done many years 

earlier). The "secrets" to be understood are obscure because no specification was ever developed. Therefore, reverse engineering for 

software is the process of analyzing a program in an effort to create a representation of the program at a higher level of abstraction than 

source code. Reverse engineering is a process of design recovery. Reverse engineering tools extract data, architectural, and procedural 

design information from an existing program. 

 

Code restructuring. The most common type of reengineering (actually, the use of the term reengineering is questionable in this case) is 

code restructuring. Some legacy systems have a relatively solid program architecture, but individual modules were coded in a way that 

makes them difficult to understand, test, and maintain. In such cases, the code within the suspect modules can be restructured. 

 

Data restructuring. A program with weak data architecture will be difficult to adapt and enhance. In fact, for many applications, data 

architecture has more to do with the long-term viability of a program that the source code itself. Unlike code restructuring, which occurs 

at a relatively low level of abstraction, data structuring is a full-scale reengineering activity. In most cases, data restructuring begins with 

a reverse engineering activity. 

 

Forward engineering. In an ideal world, applications would be rebuilt using a automated “reengineering engine.” The old program 

would be fed into the engine, analyzed, restructured, and then regenerated in a form that exhibited the best aspects of software quality. In 

the short term, it is unlikely that such an “engine” will appear, but CASE vendors have introduced tools that provide a limited subset of 

these capabilities that addresses specific application domains (e.g., applications that are implemented using a specific database system). 

More important, these reengineering tools are becoming increasingly more sophisticated. 

 

 

 

 

 

 

 

 

 



REVERSE ENGINEERING 

 

Reverse engineering can extract design information from source code, but the abstraction level, the completeness of the documentation, 

the degree to which tools and a human analyst work together, and the directionality of the process are highly variable. 

The abstraction level of a reverse engineering process and the tools used to effect it refers to the sophistication of the design information 

that can be extracted from source code. Ideally, the abstraction level should be as high as possible. That is, the 

reverse engineering process should be capable of deriving procedural design representations (a low-level abstraction), program and data 

structure information (a somewhat higher level of abstraction), data and control flow models (a relatively high level of abstraction), and 

entity relationship models (a high level of abstraction).  

The completeness of a reverse engineering process refers to the level of detail that is provided at an abstraction level. In most cases, the 

completeness decreases as the abstraction level increases. For example, given a source code listing, it is relatively easy to develop a 

complete procedural design representation.  

Interactivity refers to the degree to which the human is "integrated" with automated tools to create an effective reverse engineering 

process. In most cases, as the abstraction level increases, interactivity must increase or completeness will suffer. 

If the directionality of the reverse engineering process is one way, all information extracted from the source code is provided to the 

software engineer who can then use it during any maintenance activity. If directionality is two way, the information is fed to a 

reengineering tool that attempts to restructure or regenerate the old program. 

The reverse engineering process is represented in Figure. Before reverse engineering activities can commence, unstructured (“dirty”) 

source code is restructured so that it contains only the structured programming constructs. This makes the source code easier to read and 

provides the basis for all the subsequent reverse engineering activities. The core of reverse engineering is an activity called extract 

abstractions. The engineer must evaluate the old program and from the (often undocumented) source code, extract a meaningful 

specification of the processing that is performed, the user interface that is applied, and the program data structures or database that is 

used. 

 



 


